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April 2022: Digital Spillovers of War,
Oscars Slapping Filasco, and Tax
Season Frenzy

Posted on April 21, 2022

Here are some of the top events in March 2022 for which we detected significant connected
domain and DNS activity. See below for an overview, and feel free to download the dedicated
threat reports where available.

1. Digital Spillovers of the Russia-Ukraine War

We started monitoring the DNS for domains and subdomains related to the Russia-Ukraine war on
24 February 2022. In the two weeks that followed, we found close to 4,000 newly registered
domains (NRDs), several of which were found active and have been flagged as malicious. Details
of our findings and analysis can be found and downloaded from our report Digital Spillovers of
Russia’s Invasion of Ukraine.

By the end of March, this number more than doubled, with 9,316 potentially harmful domains
added on 1-31 March 2022 and containing “Ukraine” and “Russia” as strings.
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The most common text strings used in the domains are shown in the word cloud below.
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2. The Oscars Slapping Incident

We analyzed thousands of Oscars-related digital properties even before it was set to happen last
27 March 2022. About 5% of these were already tagged as malicious by various malware
detection engines. You can download related threat research materials from The Oscars and
Suspicious Web Activity: What's the Link?

Potentially driven by Lady Gaga and Will Smith winning an Oscar and the Will Smith-slapping-
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Chris Rock incident, related domain registrations started peaking on the day the Oscars was
broadcast. You can see this from the chart below.

Will Smith and Lady Gaga Related Domains Added In March

\"lady" + "gaga”
"will" + "smith"

Other text strings used alongside “Lady Gaga” and “Will Smith” can be seen in the following word
cloud.
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3. Tax Season Frenzy
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Tax- and Internal Revenue Service (IRS)-related domains can be vehicles for phishing, tax fraud,

and other criminal activities. In fact, 12% of the tax-related resources added from 1 January to 23

March 2022 were already flagged as malicious at the time of analysis. Find out more about these

resources and other relevant data points and analysis from our report Be Wary of Bogus Web

Properties This Tax Season.

In particular, 10,427 domains containing the text strings “tax” and “IRS” were registered within the

month of March.
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The text strings that repeatedly appeared alongside “tax” and “IRS” can be seen below.
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For more information about the above domain registration events and analyses or enterprise

commercial inquiry, please do not hesitate to contact us.
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