
?????????????2023?2?

??? 2023?3?18?

WhoisXML

API???????2023?2?1???28???????????????????????????28,000???????????????????????????TLD???????????????????????????????????????????????????????????????????????????????????????DNS???IP?????????????????????????????????????????

2????????????NRD?????????

TLD???

2???????????????????????????.com??????????59.6%??????????.net?3.7%??.org?3.5%??.online?.xyz??3.3%??.top?2.8%??.shop?2.2%??.info?1.7%???????????????????786???TLD???????????????????????????

1  Whois API LLC | www.whoisxmlapi.com

https://www.whoisxmlapi.com/blog
https://www.whoisxmlapi.com/


???????????TLD?????????

???2023?3?3??Spamhaus???????????????TLD???????????????????????????????TLD??Spamhaus???????TLD??????????????????????????????2????????????NRD???????TLD??????????????????????

TLD
?TLD?????????????????????????

????Spamhaus?
2??NRD???????TLD?????????????

.live 31.0% 0.542%

.beauty 25.1% 0.076%

.fyi 21.0% 0.063%

.fit 24.7% 0.029%

.zone 28.5% 0.015%

2  Whois API LLC | www.whoisxmlapi.com

https://www.whoisxmlapi.com/blog
https://www.whoisxmlapi.com/


.bar 27.6% 0.012%

.rest 71.7% 0.005%

.okinawa 69.6% 0.001%

NRD???????TLD??????????1???????2??NRD????????????????????????????NRD?????????????????

WHOIS????????

WHOIS????????????????????????????????2??NRD???????????WHOIS????????????????????15%?????????????????????????????????????

WHOIS?????Organization????????67.6%?????????????????????????????????????????????????????WHOIS????????????????????????Domains

By Proxy, LLC?????????????2??NRD?4??1????????????????????????

3  Whois API LLC | www.whoisxmlapi.com

https://www.whoisxmlapi.com/blog
https://www.whoisxmlapi.com/


???Withheld for Privacy EHF?11??Contact Privacy, Inc.?8?????????????Privacy Protect,

LLC????.com?Whois???????whoisproxy.com?Redacted for Privacy?WhoisSecure?GDPR

Masked???Private by Design,

LLC???Organization???????????????????????????????????????

????????

??????????????????????????????GoDaddy??24??????????????????????????????Namecheap?12.7%?Google?7.9%?PDR

Ltd.?3.1%?Tucows?2.6%?Alibaba?2.3%?Hostinger?2.2%?Key-

Systems?1.8%?GMO????????1.6%????????

??10????????????????????????????????????????????????409?????????????????????

4  Whois API LLC | www.whoisxmlapi.com

https://www.whoisxmlapi.com/blog
https://www.whoisxmlapi.com/


????????

2??NRD??????????12?????????11?????????????????????????????????????1?????

???????????????????????????????2?????????????????????????????????????????????????????????????????????

5  Whois API LLC | www.whoisxmlapi.com

https://main.whoisxmlapi.com/blog/january-2023-new-domain-activity-highlights
https://www.whoisxmlapi.com/blog
https://www.whoisxmlapi.com/


?2???????????????????

NRD?????????????????????????????????????????????????online?shop?market?info?

tech?app????????AI?????????????

????XN

??????????????????????IDN??????????????????????????????????2??NRD??????????????????

6  Whois API LLC | www.whoisxmlapi.com

https://www.whoisxmlapi.com/blog
https://www.whoisxmlapi.com/


DNS?????????????????

???????2?????????????????????????

Hive???????????????????? ???????????????? ?

?????????????Hive??????6??????????????????IoC????????????????????????????????950???????????

????????????????IoC???????WhoisXML API????????????Dancho

Danchev????????????????????6?????????????????????????IoC????2,200?????????????5,551??IP????????????

???????????????????Batloader???

?Batloader?IoC????17?????????????????????5,000??????????????????????????????????????????????????????????

IoC?????????????Gigabud RAT??????????10??Gigabud RAT?

IoC??????????????????1,000?????????????????????????????????????Banco de

Comercio?Advice?Thai Lion Air?Shopee

7  Whois API LLC | www.whoisxmlapi.com

https://main.whoisxmlapi.com/threat-reports/the-fight-against-hive-ransomware-may-not-be-done-as-yet-unidentified-artifacts-show-ja
https://main.whoisxmlapi.com/threat-reports/expansion-analysis-of-a-known-cyber-jihad-ioc-list-ja
https://main.whoisxmlapi.com/threat-reports/catching-batloader-disguised-as-legit-tools-through-threat-vector-identification-ja
https://main.whoisxmlapi.com/threat-reports/gauging-how-big-a-threat-gigabud-rat-is-through-an-ioc-list-expansion-analysis-ja
https://www.whoisxmlapi.com/blog
https://www.whoisxmlapi.com/


Thailand?SUNAT???Kasikornbank???????????????????

Google????????????????????

??????????????????????????????????????????????????????????????IoC???????????????????????????

??????????????????????

???????????????????????????????????????????????????????????????

8  Whois API LLC | www.whoisxmlapi.com

https://main.whoisxmlapi.com/threat-reports/tracing-connections-to-rogue-software-spread-through-google-search-ads-ja
https://main.whoisxmlapi.com/wxa-research-center/threat-reports/ja
https://main.whoisxmlapi.com/?action=show&subject=modal&id=contactUsEnterpriseAccessModal&mc=linkedinnewsletter
https://www.whoisxmlapi.com/blog
https://www.whoisxmlapi.com/

